MVYHUITUTIAJIBHOE ABTOHOMHOE OBIIEOBPA30BATEJIBHOE YUPEXJEHUE
CPEJHAA OBIIEOBPABOBATEJIBHAS IITKOJIA Ne 40 TOPOJIA TIOMEHMU

IlpaBuna
00pabOTKY ITePCOHANBHBIX JTaHHBI
B UHGOPMAMOHHEIX CHCTeMaX [ePCOHANBHBIX JIAHHBIX

MAQOY COIII Ne 40 ropona Tromenu

1. Obmme nonoxeHus
1.1. Hacrosmue [IpaBuia pa3paboTaHsl B COOTBETCTBUH ¢ NonoxenusMu @3 "O
[ePCOHANBHBIX JaHHBIX", nocTaHoBneHus [IpaBuTenscrra P® ot 6 urons 2008 r.
N512 "O0 yrBepxnuenun TpeOOBaHMU K  MarepHalbHBIM  HOCHTEISAM
OMOMETPHYECKUX NEPCOHAIBHBIX JIAHHBIX M TEXHOIOTHMAM XPAHEHHS TAKMX JaHHBIX
BHE MH(pOpPMaMOHHBIX CUCTEM TIePCOHATTBHBIX
Jannpix", mocta”osnenus [Ipasurenscrea PO ot 15 centabps 2008 r. N 687 "O6
yreepxaenun [lonoxenns 06 ocobeHHOCTSX 0OpabOTKH NMEepCcoOHaNbHBIX JaHHBIX,
OCYILECTBIISIEMOM oe3 HUCIIOJIB30BAHNUS CpEJICTB
aBpTOMaTM3auMK', HoctaHoBiaeHus [[pasurensctBa PO or 1 nosdpsa 2012 . N 1119
"O0 yrBepkIeHMH TpPeDOBAHME K 3aIIUTC IICPCOHANBHBIX MNAHHBIX IPH MX
006paboTke B HHPOPMALIMOHHBIX CUCTEMAX MTEPCOHATBHEIX JaHHBIX" .
1.2. Hacrosmme IlpaBuia ompemensitor 0cobOeHHOCTH 00pabOTKM MEPCOHANLHEIX
J@HHBIX COTPYAHHMKOB B WH(MOPMAIMOHHBLIX CHCTEMaX IMEPCOHANBHBIX JAHHBLIX
MAQOY COIL Ne 40 ropojyia Tromenu.
1.3. be3onacHOCTh EPCOHANBHBIX JIAHHBIX [IPU X 00paboTKe B HH(MOPMAHOHHEIX
CHCTeMax TIepCOHANBHBIX [aHHBIX (Jalee - WHPOPMAIIMOHHBIE CHCTEMBI)
obecrieuMBaeTCss € IOMOIIBLIO CHCTEMBI 3alIUTHl  [IEPCOHANBHBIX JAHHBIX,
HEHTpaM3ylouleH akTyalbHEbIE YIPO3bl.
1.4. Tloxm axTyalbHBIMH YIpo3aMd 0e30MaCHOCTH MEePCOHANBHBIX JAHHBIX
MIOHMMAETCS. COBOKYITHOCTh YCJOBHH H (aKTOPOB, CO3LAIOMUX dKTYAIbHYIO
OMAacHOCTh HECAHKLUHMOHMPOBAHHOIO, B TOM 4YuCle CIydyallHOro JocTyma K
IIEPCOHANILHBIM [JaHHBIM IIpd MX 00paboTke B WHPOPMANMOHHOM CHCTEMeE,
pe3yJsibTaTOM KOTOPOI'O MOIYT CTaTh YHUYTOKEHHE, M3MEHEeHHe, OJOKHpOBaHUE,
KOIIUPOBaHKE, IIPENOCTABIEHUE, PAaCIpPOCTPaHCHUE MEPCOHATBHBIX JAHHBIX, 4
TaKKe MHBIE HENPABOMEPHEIE HeHCTBH.

2. OcobernocTr 06paboTKM NMEPCOHATBHBIX TaHHBIX
B MH(OPMallMOHHBIX CHCTEMax
2.1. ObpaboTka NepCOHANBHBIX JaHHBIX B HH(MOPMALMOHHBEIX CHCTEMAaX
OCYIIECTBIIACTCS IIOCHIE 3aBeplIeHHs pPabOT IO CO3MAHUI0 CHCTEMBI 3allKThI
NEePCOHAIBHBIX JAaHHBIX B MH(OOPMALMOHHON CHCTEMe, ee MPOBEPKH H OLIEHKA



COOTBETCTBUS WH(DOPMAIMOHHOH CHCTEMBI IepCOHAIBHLIX AaHHBIX TPeOOBAHUAM
0e3011acHOCTH HH(POPMALIMH.

2.2. be30omacHOCTh IEPCOHATBHBIX TAHHBIX P UX 00paboTke B MHPOPMAIMOHHON
CHCTeMe o0ecredynBaeT OllepaTop OJTOH CHCTEMEBI, KOTOPHIH oOpabaThiBaeT
NepcoHanbHble TaHHBIE, WIH JIMIO, OCYIICCTRISIONee 00paboTKy MepCOHATLHLIX
JIAaHHBIX I10 TIOPYYEHUIO OllepaTopa Ha OCHOBAaHWH 3aKIIFOYAEMOIO ¢ 3THM JIHIIOM
JIOTOBOpA.

2.3. bezomacHocTh NepCOHATBEHBIX TAHHBIX IIPH BX 00paboTKe B HH(DOPMAIMOHHBIX
CHCTEMAaxX 00ECIIeYMBACTCS C IIOMOILBIO CHCTEMBI 3AIIUTEI IEPCOHANBHBIX JTAHHBIX,
BKJIFOYAIONIEH OPTaHM3allMOHHbIE MEPBl U CPeICTBA 3alUThl HH(GOpPMALKK (B TOM
4qHCIIe (P poBaTbHEIE (xpunrorpaduueckue) CpeICTBa, CpeicTBa
NPEJIOTBPAIICHUS HECAaHKLIMOHUPOBAHHOTO JOCTYIA, YTE4YKH WHOOpMaLMU [0
TEXHUYECKHUM KaHajaM, [IPOrpaMMHO-TEXHUYECKUX BO3/ICHCTBHE Ha TEXHUYECKHE
cpefcTBa 00OpPabOTKM IEepPCOHANBHBIX JAHHBIX), & TaKKe WCIONb3yeMble B
HHQOPMaIMOHHOM cucTeMe HHMOPMAaLMOHHBIE TEXHOJOTUH.

2.4. CoctaB M colepKaHHe Mep IO 3auure MWHPOPMAIWK B MHPOPMALHOHHBIX
CHCTEMax 3aBUCAT OT YCTAHOBIEHHOIO YPOBHS 3alIMIIEHHOCTH WHOOPMAIMOHHON
CHCTEMBI.

2.5. VYcTra"oBneHue ypOBHA 3allUIIEHHOCTH (IIEPECMOTP YPOBHS 3allUIIEHHOCTH )
HHGOPMAUHMOHHOH CUCTEMBI MIEPCOHANBHBIX JIAHHBIX IPOBOIUTCS [yKa3aTh KeM].
2.6. PaspemenuemM ma 006paboTKy TIepCOHANBHBIX JAHHLIX Ha OODBEKTE
MH(OPMALIMOHHON CHCTEMBI SIBJISCTCS NIPHKa3 PYKOBOTUTENSA O BBOJE YKa3aHHOIO
00BeKTa B DKCILTyaTaIHIO.

2.7. be3zonacHOCTb IEPCOHANBHBIX JaHHBIX, 00pabaTbiBaeMbIX ¢ MCIIONBL30BAHUEM
CpenCTB aBTOMAaTH3aIlHH, OOCTHTaeTCs myTeM HCKITIOYEHMSI
HECaHKIIMOHUPOBAHHOIO, B TOM YHCJIE CIy4alHOIro JOCTYNa K MEepPCOHAILHBIM
JIAHHBIM.

2.8. IlepcoHanbHbBIE AaHHBIE MOTYT OBITH TPENOCTABIEHLI OIS O3HAKOMIICHMS
COTpYIHHMKaM, JOIYLIEHHBIM K 00paboTKe IepCOHANBHBIX  HJAHHBIX C
MCII0JIE30BaHMUEM CPEICTB aBTOMATH3ALIMH, B YACTH, KACAIOIIEHC MX TOIKHOCTHLIX
o0s13aHHOCTE.

2.9. YIIonHOMOYEHHBIMH COTPYAHHKAMHE ITPH 00pabOTKe HEPCOHATBHBIX JAHHBIX B
UMHOOPMAITMOHHBIX CHCTEMaX MEePCOHANBHBIX TaHHEIX JTOJKHA OLITEL 00ecieueHa ux
0e3011acHOCTh C ITOMOIIBIO CHCTEMbI 3alMTHI, BKIIOYAIOIIEH OpraHH3alMOHHBIE
MeEpBl M CpeJACTBAa 3allUTBl MHPOpPMAaLMH, B TOM YHCIEe IIH(GPOBAIbHBIE
(kpunTorpadMUecKre) CpeicTna.

2.10. ObmeH mepcoHaNBHBIMU JIAHHBIMH NPH WX 00paboTKe B HHMOPMALIHOHHBIX
CHCTEMax OCYIIECTBIISIETCS N0 KaHalaM CBS3M, 3alllUTa KOTOPBIX obecriedynBaeTcs
MyTEM peallu3alii OpraHU3alluOHHBIX Mep U ITyTeM ITPUMEHCHHUS IPOrpaMMHEIX 1
TEXHUYCCKUX CPECTB.

2.11. Joctyn noip3oBaTelledl K MEPCOHAILHBIM JaHHBIM B HH(MOPMAIMOHHEIX
CUCTEMAX INEPCOHANBHBIX JAaHHBIX  pa3pemaercs Iocie  00A3aTeNnbHOro
NPOXOJKICHHS IIPOLEAYPEI MICHTHHUKALNN U ay TEeHTHOHKAIHH.



2.12. JlumaMu, OTBEeTCTBEHHBIMH 3a obecrieyeHue OE€30MACHOCTH IE€PCOHANBHBIX
NaHHBIX IpU MX 00paboTke B WH(OPMALMOHHBIX CHUCTEMax, JOIDKHO OBITH
obecrieyeHo:

a) CBOEBpeMeHHOEe OOHapyXeHue (AKTOB HECAHKIMOHMPOBAHHOIO MOCTYIA K
TCPCOHANBHBIM JAHHLIM M HEMEIJICHHOE JOBEIEHHE 3TOH uHOpMaIluu 10
PYKOBOJICTBA;

0) HemomyIIeHHME BO3JEHCTBUS Ha TEXHHYECKHE CPEICTBA aBTOMATH3MPOBAHHON
00paboTKK NePCOHANBHBIX JAHHEIX, B PE3YJIBTATE KOTOPOTO MOXKET OBITH HAPYLICHO
UX QYHKIIUOHUPOBAHHUE;

B) BO3MOXKHOCTh HE3aMeIJIUTEIBLHOTO BOCCTAHOBJIEHHS II€PCOHAIBHBIX JAHHBIX,
MOAU(GHUUUPOBAHHBIX MIM YHHYTOKCHHBIX BCIEICTBHE HECAHKIIMOHMPOBAHHOIO
IOCTYIIAa K HUM;

I') OCTOSHHBIN KOHTPOJIb 32 00eCIIeYeHUEM YPOBHS 3alIUIIEHHOCTH NEPCOHATBLHBIX
JIaHHBIX;

J1) 3HaHKe B COOMOoeHNe YCIOBUN UCTIONB30BAHUS CPEJICTB 3alMTH HH(GOPMAaIUH,
IIPETYCMOTPEHHbBIX dKCIUTyaTalMOHHON U TEXHUYECKOH JIOKYMEHTAIINEH;

€) ydeT NPUMEHAEMBIX CPeJCTB 3alldThl MH(GOPMAIHMH, SKCIYaTalMOHHOW U
TEXHUYECKOMN JIOKYMEHTAlUY K HUM, HOCUTEJeH [epCOHAILHBIX JaHHBIX;

K) TIpu OoOHapyXeHMM HapYIICHHH MOpsaKa TPEAOCTaBIEHMs IIEPCOHATBHBIX
JNAHHBIX HE3aMeJIMTENIbHOe IIPUOCTAHOBICHHUE IPEIOCTABICHUS IePCOHAIBHBIX
J@HHBIX IIOJB30BATENIM WHGMOPMAIMOHHON CHCTEMBI 1O BBISBICHUS TNPUUUH
HapylIeHHH U YCTPaHEHUs STUX TIPHUYHH;

3) pa3dMpaTeIbCTBO M COCTABJICHHE 3aKIIOYEHHM 0 (akTaM HecoOIIoeHHU
YCIOBHM XpaHEHHS HOCUTENIEH IePCOHANBHBIX JaHHBIX, UCIONL30BAHUS CPEICTB
3AIIATEL  WHG(OPMAllMM,  KOTOpble  MOTYT  IIPHBECTH K  HaApyHICHUIO
KOH(MIEHIHATEHOCTH I[ePCOHANBHBIX HaHHBIX WM JPYIHM  HapyLIeHHAM,
[PABOJISIIIMM K CHIDKEHHIO YPOBHS 34llMIIEHHOCTH MEPCOHANBHBIX JIaHHbBIX,
pa3paboTKa W TNPUHSTHE MEp 110 MPEHOTBPANIEHHIO BO3MOXKHBIX OMACHBIX
IIOCIIEACTBHH 110/100HBIX HAPYIIIEHUH.

2.13. B cuyuae BbISBIEHHUS HapyLIeHHH nOpsaKka 0OpabOTKHM IMepCOHANBLHBIX
HaHHbIX B MHGMOpManuoHHbIX cucremax MAQOY COIIl Ne 40 ropoma Tromenu
NPUHUMAIOTCSI MEPEI 110 YCTAHOBIIEHUIO IIPHYMH HAPYIICHU ¥ UX YCTPaHEeHHIO.



